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Theoretical Investigation of the Faulty Behavior of Feedforward
Neural Networks with Differentiable Activation Functions*

Tao Zhang† and Dongcheng Hu†

Abstract: Based on the statistical approach, a kind of fault-tolerance analysis method for neural networks is pro-
posed in detail by taking large-scale feedforward neural network (LFNN) as an object. Firstly, a stochastic fault
model for LFNN is built in view of link faults and error input faults, which appear frequently in the hardware
implementation of neural networks. In addition, with this model the features of the fault propagation of LFNN
are studied. Next, all neurons are divided into two types of fault characteristics, i.e., some of them have only link
faults and others have both link faults and error input faults. Then their correct output probability formulas are
given respectively described by two theorems and two inferences, which are proved in the paper. Finally, using the
results of above fault analysis of neurons, the algorithm of the correct output probability for LFNN is presented.
The computer simulation is also made to show the correctness of the proposed algorithm.
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1. Introduction

W ITH the further study of the hardware implementa-
tion of neural networks and the appearance of var-

ious neural network hardware, the problem of faulty be-
havior and fault tolerance of neural network hardware is
recently becoming more and more important. Since the
faulty behavior of neural networks is lack of the theoreti-
cal analysis, especially for the large-scale neural networks,
the fault tolerance of neural networks is judged blindly to a
certain extend.

At present, robustness analysis has been studied in some
published papers [1]–[3]. However, there are still few pa-
pers about theoretical fault-tolerance analysis. We can
only find out several papers about simulation of fault-
tolerant behavior [4], or about fault-tolerance design [5].
However, in [4], [5], there are short of sufficient theoreti-
cal fault-tolerance analysis for simulation and it has been
not proved that these fault-tolerance design methods can
improve effectively fault tolerance of neural networks in
theory. Therefore, for above reasons, the purpose of this
paper is to focus on the theoretical fault-tolerance analysis
and to present an effective analysis method for LFNN.

The remainder of this paper is organized as follows. First
of all, a stochastic fault model of LFNN is presented. Then
the fault-tolerance analysis for neurons and LFNN is dis-
cussed in detail. Finally computer simulations are made
for the verification of conclusions.

2. Stochastic Fault Model of LFNN

2. 1 Stochastic fault model of LFNN

LFNN discussed in this paper is composed ofL layers.
The first layer is the input layer and theL-th layer is the
output layer. TheL-2 mid-layers are the hidden layers.
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In addition, each neuron is connected with all neurons in
the neighboring layers and there are no any couplings in
the same layer. The input is transferred through the hid-
den layers to the output layer. The relationship among the
neurons in two neighboring layers can be described by the
following formula.
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whereN (l−1) is the neuron number of layerl − 1 (l =
2, · · · , N); x

(l)
j is the output of neuronj of layer l; and

w
(l)
ij (i = 1, · · · , N (l−1)) is the weight between neuroni of

layer l − 1 and neuronj of layer l. The value ofw(l)
ij is

between+M and−M (M is constant andM > 0) and
θ
(l)
j is the threshold. Additionally, differentiable activation

functions are considered in this paper for LFNN. The typ-
ical function is Sigmoid function whose formula is given
by

u = tanh(v) =
1 − exp(−v)
1 + exp(−v)

. (2)

Besides, for LFNN assumeN (l) � 1 and θ
(l)
j (l =

1, · · · , N) equal to0 for simplification.
Two types of faulty behaviors appearing frequently in

the hardware implementation of LFNN will be concerned
in this paper. One is link fault, and the other is error input
fault. The so-called link fault refers to that links among the
neurons have the stuck-at-M (or stuck-at-(−M ), or stuck-
at-0) faults that can cause the corresponding weights and
input to lose the functions. Since the fault-tolerance analy-
sis for the stuck-at-(−M ) fault can be also made similarly
by the following proposed method and the stuck-at-0 fault
is a special case for LFNN, thus the stuck-at-M fault and
the stuck-at-0 fault will be only considered in this paper.
The so-called error input fault refers to that the error out-
put caused by the link faults of the last layer is the input of
each neuron in this layer. In order to reflect the influence of
error input fault, we define its value equal to the opposite
value of correct input.
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For studying the propagation and fault-tolerant statisti-
cal characteristics of faults, the stochastic fault model of
LFNN is defined as follows. Assume the input of layer
l−1, x

(l−1)
j (j = 1, · · · , N (l−1)), is independent identically

distributed (IID) with meanµ(l−1)
x and variance

(
σ

(l−1)
x

)2
;

the weight of each neuron in every layer is also assumed
IID with mean0 and varianceσ2

w. The input and weights
are mutually independent. The performance of all neurons
in the same layer is identical and independent.

2. 2 Fault propagation of LFNN

According to the stochastic fault model of LFNN, the
propagation and quantitative variation of link faults and er-
ror input faults in LFNN can be assumed as follows:

1. The initial input of LFNN is correct;
2. Since the identical performance of each neuron in the

same layer and the complete coupling, the probabili-
ties of existing link faults of neurons are allPf (Pf ∈
(0, 1));

3. There are only link faults in the first layer;
4. There are both link faults and error input faults in

the hidden layers and the output layer. However, the
probability of existing error input faults of each layer
must be calculated with the following method.

(a) Since the performances of each neuron in the
same layer are identical and IID, the number of
error input faults for layerl can be given ap-
proximately by the mean

N̄ (l)
e =

(
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c

)(
N (l−1) − N

(l−1)
f

)
(3)

whereP
(l−1)
c is the correct output probability

of layer l − 1 (l = 2, · · · , L);
(b) When there are link faults in the layerl− 1, the

output of layerl will be still IID with meanµ
(l)
x

and variance
(
σ

(l)
x

)2
in accordance with theo-

rem 1.
Theorem 1:The input of the neuroni (i =

1, · · · , N (l−1)) in the layerl − 1 (l = 2, · · · , N) of LFNN,

x
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i , is IID with meanµ

(l−1)
x and variance

(
σ
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)2
. Its

weight is also IID with mean0 and varianceσ2
w. The in-

put and weights are mutually independent. If there are link
faults in LFNN, the output of layerl will be still IID and its
mean and variance respectively are:
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where

σ2
wx = σ2

wσ2
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x, A = exp(−Nf M),
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Proof: When there are link faults in LFNN, the
output of any a neuronj (j = 1, · · · , N (l)) of layer
l (l = 2, · · · , N) is given by

x
(l)
j = tanh

(∑
i∈R

w
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)
(6)

whereR is the set of correct links andNf is the number of
link faults.
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WhenN (l−1) � 1, bothS andT tend to the normal dis-
tribution with mean 0 and variance 1 in the light of central
limit theorem. The correlative coefficient betweenS andT
can be calculated as

ρ(S,T ) =
1(

N (l−1) − N
(l−1)
f

)(
σ

(l)
wx

)2

·
∑
i∈R

E
[
w

(l)
ij w

(l)
ik

(
x

(l−1)
i

)2] = 0. (11)

Therefore,S and T are mutually IID. So, the output of
layer l will be still IID and its mean and variance can be
calculated as
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3. Fault Analysis of Neurons

All neurons in LFNN are divided into two types of fault
characteristics, i.e., some of them have only link faults and
others have both link faults and error input faults. Then
their formulas of correct output probability can be respec-
tively given by the following two theorems and two infer-
ences, whose proof will be shown in the appendix.

3. 1 Fault tolerance of neurons with link faults

Theorem 2:If each neuron of LFNN hasNf stuck-at-M
faults on itsN links, its correct output probability is

Pc =
1
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∣∣∣ < δ,

in which x, y > 0, δ > 0 with upper bound, andA =
exp(−Nf M).

Inference 1: If each neuron of LFNN hasNf stuck-at-0
faults on itsN links, its correct output probability is
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∣∣∣ < δ,

x, y > 0, δ > 0 with upper bound.

3. 2 Fault tolerance of neurons with link faults and er-
ror input faults

Theorem 3:If each neuron of LFNN hasNf stuck-at-
M faults on itsN links andNe error input faults on its rest
links which have no link faults, its correct output probabil-
ity is
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whereσ2
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∣∣∣ < δ,

in which x, y, z > 0, δ > 0 with upper bound, and
A = exp(−NfM).

Inference 2: If each neuron of LFNN hasNf stuck-at-0
faults on itsN links andNe error input faults on its rest
links which have no link faults, its correct output probabil-
ity is

Pc =
1
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wx = σ2

wσ2
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x, Ω :
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(y+x)(1+xyz)

∣∣∣ < δ, in

whichx, y, z > 0, δ > 0 with upper bound.

4. Fault-Tolerance Analysis of LFNN

With the fault propagation characteristics of LFNN
and the fault analysis of neurons, the algorithm of fault-
tolerance analysis for LFNN can be given as the following
process.

Step 1:Whenl = 1, calculate probabilityP (l)
c accord-

ing to Theorem 2 (whenM = 0, calculate it according to
Inference 1);

Step 2:Settingl = l + 1,

N̄ (l)
e =

(
1− P (l−1)

c

)(
N (l−1) − N

(l−1)
f

)
;

Step 3:Calculate the mean and variance of the input of
layerl according to Theorem 1;

Step 4: CalculateP
(l)
c according to Theorem 3 (when

M = 0, calculate it according to Inference 2);
Step 5:If l = L, then enter into next step, otherwise turn

to step 2;
Step 6:P (l)

c is just the correct output probability.

5. Simulations

Although the results of fault-tolerance analysis of LFNN
can be given by the above analysis, it is still hard to obtain
the numerical results of fault-tolerance analysis for LFNN
with Sigmoid activation function. In order to verify the cor-
rectness of the algorithm proposed in this paper, the numer-
ical results worked out by two approximate methods are
used to make comparison with the computer Monte Carlo
simulation.

5. 1 Linear activation function

We chose the linear activation function to take the place
of Sigmoid activation function and made similarly fault-
tolerance analysis for LFNN by the proposed method in
this paper. With the comparison between the theoreti-
cal analysis and the computer simulation for three-layer
LFNN, the correctness of proposed algorithm in this paper
can be distinctly shown byFigs. 1 and2. Note here that
the programming language of computer simulation was
VC++ 5.0 and the environment of computer simulation
was on the personal computer with Pentium I-233 MMX
processor.
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Fig.1 Fault tolerance of three-layer LFNN with stuck-at-M link faults
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Fig. 2 Fault tolerance of three-layer LFNN with stuck-at-0 link faults

5. 2 Chebyshev inequality method

For the fault-tolerance analysis of LFNN with Sigmoid
activation function, we also chose Chebyshev inequality
method, as another approximate method, to calculate ap-
proximate numerical results of fault-tolerance analysis of
LFNN for the verification of the proposed algorithm.

The definition of Chebyshev inequality method is given
in [6]. Assume a random variableX has limited mean
µ and varianceσ2. For any real numberε > 0,
P {|X − µ| ≥ ε} ≤ σ2/ε2 which has another form given
by P {|X − µ| < ε} ≥ 1 − σ2/ε2. The importance of
this formula is that the bound of probability for the devi-
ation of random variable is easily obtained as long as the
mean and variance of stochastic variable are known. With
this method, the approximate numerical results of fault-
tolerance analysis of LFNN with Sigmoid activation func-
tion, in the form of the bound of probability, can be worked
out. The comparison between the theoretical analysis and
the computer simulation was made as follows:

5. 2. 1 Theoretical analysis Here, three-layerLFNN was
taken as an example. If defineN (l) = 50 (l = 1, 2, 3),
P

(l)
f = 0.04, and σ

(1)
w = 1

5
, σ

(1)
x = 1

3
, µ

(1)
x = 1

70
,

µ
(1)
w = 0.2556625 for the first layer, andσ(l)

w = 1
3 , σ

(l)
x =

0.4896808, µ
(l)
x = 0.398942, µ

(l)
w = 1.8991412 (l = 2, 3)

for the second and third layers. Whenε = 0.45, the lower
bound of correct output probability of three-layer LFNN

Pc wasPc ≥ 0.9536753.

5. 2. 2 Simulation Simulation was also made on the per-
sonal computer with Intel Pentium I by the programming
language VC++ 5.0 according to the computer Monte
Carlo method. The conditions were the same as 5. 2. 1.
The simulation time was 2,000. The final result was
Pc = 0.9695 which is greater than the theoretical result.
It shows that the theoretical analysis with Chebyshev in-
equality method is correct.

6. Conclusions

In this paper, the fault tolerance of LFNN has been dis-
cussed. From the theoretical analysis and computer simu-
lation, we could draw out the following conclusions.

1. Although someone thinks that the larger is the scale
of neural networks, the better is the fault tolerance of
neural networks, according to the results in this pa-
per, expanding the scale is not good for improving
the fault tolerance of neural networks, but harmful.
Therefore, only by relying on the correct analysis of
fault tolerance of neural networks can we work out
ANN hardware of neural networks with the high reli-
ability;

2. A new algorithm for the fault-tolerance analysis of
LFNN presented in this paper, based on the analysis
of faults of neurons in each layer, can be also used for
other kinds of neural networks.

Further explanation is omitted here, due to the space lim-
itation.

7. Appendix

7. 1 Proof of Theorem 2

If neuron has no faults, the output of neuron is obtained
by

G = f

(
N∑

i=1

wixi

)
= tanh

(∑
i∈R

wixi +
∑
i∈F

wixi

)
(18)

whereN is the input number,R is the set of correct links,
andF is the set of error links. If neuron hasNf stuck-at-M
link faults, the output of neuron is given by

G̃ =
1 − exp

{− (∑i∈R wixi + NfM
)}

1 + exp
{− (∑i∈R wixi + NfM

)} . (19)

Therefore the output difference is∆G = G̃ − G. Setting

X = exp

(
−
∑
i∈R

wixi

)
, Y = exp

(
−
∑
i∈F

wixi

)
,

then we have

∆G =
2X(Y − A)

(1 + AX)(1 + XY )
.

Since the input of neuronxi (i = 1, · · · , N) is IID with
meanµx and varianceσ2

x, its weightwi (i = 1, · · · , N) is
IID with mean0 and varianceσ2

w and they are mutually in-
dependent, thenwixi (i = 1, · · · , N) is also IID with mean
0 and varianceσ2

wσ2
x + σ2

wµ2
x. Then according to central
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limit theorem,U =
∑

i∈R wixi/
√

N − Nfσwx tend to
the normal distribution with mean0 and variance 1 on the
condition ofN � 1. So, the probability density function
of X is

fX(x)

=
1√

2π(N − Nf )σwxx
exp

(
− (ln x)2

2(N − Nf )σ2
wx

)
.

(20)

Similarly, the probability density function ofY is

fY (y) =
1√

2πNfσwxy
exp

(
− (ln y)2

2Nfσ2
wx

)
. (21)

Since
∑

i∈R wixi and
∑

i∈F wixi (i = 1, · · · , N) are
mutually independent, exp(−∑i∈R wixi) and
exp

(−∑i∈F wixi

)
are continuous functions, so they are

both Borel measurable function. ThereforeX andY are
mutually independent.

The correct output probability of neuron is

Pc = P {|∆G| < δ}
= P

{∣∣∣∣ 2X(Y − A)
(1 + AX)(1 + XY )

∣∣∣∣ < δ

}
=
∫∫

D

fX(x)fY (y)dxdy

=
1

2π
√

(N − Nf )Nfσ2
wx

·
∫∫

D

1
xy

exp

(
− (ln x)2

2(N − Nf )σ2
wx

− (ln y)2

2Nfσ2
wx

)
dxdy (22)

whereσ2
wx = σ2

wσ2
x + σ2

wµ2
x, D :

∣∣∣ 2x(y−A)
(1+Ax)(1+xy)

∣∣∣ <

δ, in which x, y > 0, δ > 0 with upper bound, and

A = exp(−NfM).
Referring to the proof of Theorem 2 can prove Theorem

3, Inference 1, and Inference 2 in this paper. Their proofs
will be omitted here because of the limitation of space.
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