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Paper

Theoretical Investigation of the Faulty Behavior of Feedforward
Neural Networks with Differentiable Activation Functions*

Tao Zhan@ and Dongcheng Hu

Abstract: Based on the statistical approach, a kind of fault-tolerance analysis method for neural networks is pro-
posed in detail by taking large-scale feedforward neural network (LFNN) as an object. Firstly, a stochastic fault
model for LFENN is built in view of link faults and error input faults, which appear frequently in the hardware
implementation of neural networks. In addition, with this model the features of the fault propagation of LFNN
are studied. Next, all neurons are divided into two types of fault characteristics, i.e., some of them have only link
faults and others have both link faults and error input faults. Then their correct output probability formulas are
given respectively described by two theorems and two inferences, which are proved in the paper. Finally, using the
results of above fault analysis of neurons, the algorithm of the correct output probability for LFNN is presented.
The computer simulation is also made to show the correctness of the proposed algorithm.
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) In addition, each neuron is connected with all neurons in

1. Introduction the neighboring layers and there are no any couplings in

W|TH the further study of the hardware implementathe same layer. The input is transferred through the hid-

tion of neural networks and the appearance of vai€n layers to the output layer. The relationship among the

ious neural network hardware, the problem of faulty b&eurons in two neighboring layers can be described by the
havior and fault tolerance of neural network hardware féllowing formula.

recently becoming more and more important. Since the N-D)

faulty behavior of neural networks is lack of the theoreti-,.() _ Z w(l) (l D _ W j=2,-.-,N®
cal analysis, especially for the large-scale neural networks !

the fault tolerance of neural networks is judged blindly to a (1)
certain extend. where N(=1) is the neuron number of layér— 1 (I =

At present, robustness analysis has been studied in soéne M) 2% s th ;  of | .
published papers [1]-[3]. However, there are still few pa-,,, ’ ) xj 's the output of neuroy of layer; and

pers about theoretical fault-tolerance analysis. We c&h;) (i=1,---, NV} is the weight between neurarof
only find out several papers about simulation of faultayer! — 1 and neuronj of layeri. The value ofw() is
tolerant behavior[4], or about fault-tolerance design [Sbetween+A and —M (M is constant and/ > 0) and
However, in[4], 5], there are short of sufficient theoretig!) is the threshold. Additionally, differentiable activation
cal fault-tolerance analysis for simulation and it has beefinctions are considered in this paper for LFNN. The typ-

not proved that these fault-tolerance design methods Gaal function is Sigmoid function whose formula is given
improve effectively fault tolerance of neural networks irpy

theory. Therefore, for above reasons, the purpose of this 1 — exp(—v
i i i = tanh(v) = — P )
paper is to focus on the theoretical fault-tolerance analysis W= taniv) =7 + exp(—v)
and to present an effective analysis method for LFNN. ) o W
The remainder of this paper is organized as follows. Fir@?s'des’ for LEFNN assum&/™” > 1 andf;” (I =
N) equal to0 for simplification.

of all, a stochastic fault model of LFNN is presented. Theh -
the fault-tolerance analysis for neurons and LFNN is dis- Two types of faulty behaviors appearing frequently in

cussed in detail. Finally computer simulations are madiaé hardware implementation of LENN will be concerned
for the verification of conclusions in this paper. One is link fault, and the other is error input

fault. The so-called link fault refers to that links among the
2. Stochastic Fault Model of LENN neurons have the stuck-ai- (or stuck-at-{ A7), or stuck-
. at-0) faults that can cause the corresponding weights and
2.1 Stochastic fault model of LFNN input to lose the functions. Since the fault-tolerance analy-
LFNN discussed in this paper is composed.ofayers. sis for the stuck-at-{ M) fault can be also made similarly
The first layer is the input layer and theth layer is the by the following proposed method and the stuck:&tult
output layer. TheL-2 mid-layers are the hidden layersis a special case for LFNN, thus the stuckAdtfault and
the stuck-aB fault will be only considered in this paper.
* Received August 20, 1999; accepted August 28, 1999. This Workwg@e so-called error_ input fault refers to that _the error out-
supported by China National Science Foundation and also by Chipait caused by the link faults of the last layer is the input of

National Education Foundation for Ph.D. training. each neuron in this layer. In order to reflect the influence of
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For studying the propagation and fault-tolerant statisti- B(z) = exp ( — /N(l—l) N(l D)
cal characteristics of faults, the stochastic fault model of wa®

LFNN is defined as follows. Assume the input of layer ~ Proof:  When there are link faults in LENN, the
-1,287V(j = 1,---, NU-1), is independent |dent|cally output of any a neurog (j = 1,---,NU) of layer
l(l=2,---,N)isgiven by

distributed (1ID) with meam(l Y and varlancéa(l 1))
the weight of each neuron in every layer is also assumed M (-1

IID with mean0 and variancer. The input and weights = tanh Z wiy g L+ NeM 6)

are mutually independent. The performance of all neurons ik

in the same layer is identical and independent. whereR is the set of correct links anl; is the number of
. link faults.
2.2 Fault propagation of LFNN Defining
According to the stochastic fault model of LFNN, the - Zwﬂ)x(l—l) @)
propagation and quantitative variation of link faults and er- -
ror input faults in LFNN can be assumed as follows: and
1. The initial input of LFENN is correct; 0 _ =1 0
2. Since the identical performance of each neuron in the = iesz““ v BREN ®
same layer and the complete coupling, the pmbab'lhen we have
ties of existing link faults of neurons are &t} (P; €
(0,1)); Y
3. There are only link faults in the first layer; S = )
4. There are both link faults and error input faults in \/NED — (l Yol
the hidden layers and the output layer. However, the
probability of existing error input faults of each laye@"d o
must be calculated with the following method. T — Iy (10)

(a) Since the performances of each neuron in the [ NG-1) _ (l 1 g)x

same layer are identical and 11D, the number of
error input faults for layei can be given ap- WhenN(=1 > 1, both S andT tend to the normal dis-

proximately by the mean tribution with mean 0 and variance 1 in the light of central
limit theorem. The correlative coefficient betwegmandT
N® = (1 _ p(gl—l)) (N(l—l) _ Nf”—l)) can be calculated as

®3) 1
where P~V is the correct output probability p(8,T) = (1-1) (1-1) W
oflayerl —1 (1=2,---,L); (N — N )( “’I)
(b) When there are link faults in the layker 1, the ZE[ 0) (1) (1_1))2] —0. (11)
output of layer. will be siill 11D with mean ;.. = '
. 1 . .
?Qr?] Xanance(aé)) in accordance with theo- Therefore,S and T are mutually IID. So, the output of
T layer ! will be still 1ID and its mean and variance can be
Theorem 1:The input of the neuroni (i = (giculated as
., NU=1Dyinthelayerl —1 (I = 2,---, N) of LFNN )
2"~ is 11D with meany{! ™" and varlancéa(l D) its [335 }
weight is also 11D with mear® and variancer2. The in- 1— Aex ( w® (z 1))
put and weights are mutually independent. Ifthere arelink _ W = P iR T
faults in LFNN, the output of laydrwill be still [ID and its N 1+ Aexp ( Z(é)l,z(l 1))

mean and variance respectively are:

oo [T ey, = [T b o(2)w o
(o)? var [z}’
Y e (S)e ) [()] S
e 2y, L () e ()
o H{EE e ()]
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3. Fault Analysis of Neurons

Inference 2: If each neuron of LFNN had/; stuck-até
faults on itsV links and V., error input faults on its rest

All neurons in LFNN are divided into two types of faultlinks which have no link faults, its correct output probabil-
characteristics, i.e., some of them have only link faults aff/ is

others have both link faults and error input faults. Then
their formulas of correct output probability can be respec- p
tively given by the following two theorems and two infer-

ences, whose proof will be shown in the appendix.

3.1 Fault tolerance of neurons with link faults

Theorem 2:1f each neuron of LENN had; stuck-atd/
faults on itsV links, its correct output probability is

1

P.=
2m\/(N = Ny)Ngoi,
/. , (Inz)?
. _eX B
by D\ 2N - Npaz,
(Iny)*
Y ) gea 14
2Njoz, ) (4
whereo?, = 0202 + o2u2, D : % < 4,

in which z,y > 0, § > 0 with upper bound, andl =
GXp(—NfM).

Inference 1:If each neuron of LFNN had/; stuck-atd
faults on itsV links, its correct output probability is

p_ 1
© 2m/(N = Nj)Njo2,
o1 (hrw[;)2
' 2y TP\ T 2N - Np)o2,
D TY ( f)aulE
(Iny)”
———— |dzd 15
2Nsoz, )Y (19)
— . 2z(y—1)
Whereafm = 0'12170'3 + Ug,ﬂi, D : (l—i-x)z(lil-i-zy) < (S,

x,y > 0,6 > 0 with upper bound.
3.2 Fault tolerance of neurons with link faults and er-
ror input faults

Theorem 3:1f each neuron of LFENN hasV; stuck-at-
M faults on itsN links and N, error input faults on its rest

links which have no link faults, its correct output probabil

ity is
p_ 1
" @) /(N =Ny - NONNyod,
// 1 (Inz)?
. —exp| — 5
Q TYz 2(N — Ny — Ne)o2,,
(ny)®  (nz)’
— — drdyd 16
2N601217I 2Nf01217x ! y ‘ ( )
2 _ 2 9 22 ) 2z(y°z—A)
Whereo’wx = O',w(fz + O”ull’bz’ Q : m < (S,

in which xz,y,z > 0, 6 > 0 with upper bound, and
A =exp(—N;M).

(©1999 Cyber Scientific

1
(2m) % /(N = Ny — No)N, Nyo?

wx

// "1 (Inz)*
: — exp| -
Q TYz 2(N - Nf - Ne)o’gw

(hrly)2 (In z)2
2Ne(72 2Nf01217x

wx

c —

) dxdydz a7

2x(y%z—1)
(y+a)(I+ayz)
whichx, y, z > 0, 6 > 0 with upper bound.

whereo?

2.2 2.2 (). -
e =000+ o us, S < 4,in

w-xT

4. Fault-Tolerance Analysis of LFNN

With the fault propagation characteristics of LFNN
and the fault analysis of neurons, the algorithm of fault-
tolerance analysis for LFNN can be given as the following
process.

Step 1:When! = 1, calculate probabilit)P(@ accord-
ing to Theorem 2 (whed/ = 0, calculate it according to
Inference 1);

Step 2:Settingl =1 + 1,

N® = (1 _ P(gl—l)) (N(z—1) _ Nf(l_l)) ;

Step 3:Calculate the mean and variance of the input of
layer! according to Theorem 1;

Step 4: CalculateP" according to Theorem 3 (when
M =0, calculate it according to Inference 2);

Step 5:1f [ = L, then enter into next step, otherwise turn
to step 2;

Step 6:P" is just the correct output probability.

5. Simulations

Although the results of fault-tolerance analysis of LFNN
can be given by the above analysis, it is still hard to obtain
the numerical results of fault-tolerance analysis for LFNN
with Sigmoid activation function. In order to verify the cor-
rectness of the algorithm proposed in this paper, the numer-
ical results worked out by two approximate methods are
used to make comparison with the computer Monte Carlo
simulation.

5.1 Linear activation function

We chose the linear activation function to take the place
of Sigmoid activation function and made similarly fault-
tolerance analysis for LFNN by the proposed method in
this paper. With the comparison between the theoreti-
cal analysis and the computer simulation for three-layer
LFNN, the correctness of proposed algorithm in this paper
can be distinctly shown bffigs. 1and2. Note here that
the programming language of computer simulation was
VC++ 5.0 and the environment of computer simulation
was on the personal computer with Pentium 1-233 MMX
processor.
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1.0 P.wasP,. > 0.9536753.
! 5.2.2 Simulation Simulation was also made on the per-
0.8H Case A (n =100) Case B (n = 300) . . .
\ theoretical ___ theoretical sonal computer with Intel Pentium | by the programming
x  simulation *  simulation language VG-+ 5.0 according to the computer Monte
0.6 Carlo method. The conditions were the same as 5.2.1.
@ L The simulation time was 2,000. The final result was
i P, = 0.9695 which is greater than the theoretical result.
0.4r . . . .
| . It shows that the theoretical analysis with Chebyshev in-
0 . < equality method is correct.
0.2F T
[N 6. Conclusions
00— b o006 oo o4 In this paper, the fault tolerance of LFNN has been dis-
Ps

cussed. From the theoretical analysis and computer simu-
lation, we could draw out the following conclusions.
Fig.1 Fault tolerance of three-layer LFNN with stuck-af-link faults

1. Although someone thinks that the larger is the scale

of neural networks, the better is the fault tolerance of
10 neural networks, according to the results in this pa-
‘ per, expanding the scale is not good for improving
0.8/ Case A (n=100)  Case B (n = 300) the fault tolerance of neural networks, but harmful.
! theoretical ——— theoretical . .
«  simulation «  simulation Therefore, only by relying on the correct analysis of
| fault tolerance of neural networks can we work out
0.6 . . .
o | ANN hardware of neural networks with the high reli-
= ability;
04r %\ 2. A new algorithm for the fault-tolerance analysis of
Lo X x y LFNN presented in this paper, based on the analysis
o2l I of faults of neurons in each layer, can be also used for
A other kinds of neural networks.
0.0 ettt ettt st Further explanation is omitted here, due to the space lim-
0.0 0.02 0.04 0.06 0.08 0.1 itation
Py .
Fig.2 Faulttolerance of three-layer LFNN with stuck4atink faults 7. Appendix

7.1 Proof of Theorem 2

5.2 Chebyshev inequality method If neuron has no faults, the output of neuron is obtained

For the fault-tolerance analysis of LFNN with Sigmoioby
activation function, we also chose Chebyshev inequality N
method, as another approximate method, to calculate ap¢g = f (Z wixi) — tanh (Z Wiz + Zwil’i)
proximate numerical results of fault-tolerance analysis of im1 ieR ieF
LFNN for the verification of the proposed algorithm. (18)
The definition of Chebyshev inequality method is givewhereN is the input numberR is the set of correct links,
in[6]. Assume a random variabl& has limited mean andF is the set of error links. If neuron haé; stuck-at/
w1 and variances?. For any real numbee > 0, linkfaults, the output of neuron is given by
P{|X — u| > €} < o%/€% which has another form given
by P{|X —u| <e} > 1— o%/e2. The importance of G 1 —exp {— (X;epwizi + Ny M)}
this formula is that the bound of probability for the devi- 1+exp{— (X ,cpwizi+ Ny M)}
ation of random variable is easily obtained as long as the ~
mean and variance of stochastic variable are known. Witlherefore the output differencedsG = G — G. Setting

this method, the approximate numerical results of fault-
tolerance analysis of LFNN with Sigmoid activation func- - _ exp (_ Z wixi) Y —exp (_ Z wixi) ,
i€ER i€EF

(19)

tion, in the form of the bound of probability, can be worked
out. The comparison between the theoretical analysis and
the computer simulation was made as follows: then we have

5.2.1 Theoretical analysis Here, three-layet FNN was

2X(Y — A)
taken as an example. If defilé) = 50 (I = 1,2,3), AG = (1+AX)(1+XY)'

o _ “m _ 1 m _ 1 (1 _ 1
P(fl) ~ oo andow o o §(z,) le _(z)%' Since the input of neurom; (i = 1,---, N) is IID with
frw” = 0.2556625 for the first layer, an@w” = 5, 02" =  meany, and variance?, its weightw; (i = 1,---, N) is
0.4896808, 1t = 0.398942, u{) = 1.8991412 (1 = 2,3) 1ID with mean0 and variance2, and they are mutually in-
for the second and third layers. Wher= 0.45, the lower dependent, thew;z; (i =1,---, N)is also IID with mean

bound of correct output probability of three-layer LFNN) and variancer? 02 + o2 u2. Then according to central

©1999 Cyber Scientific Machine Intelligence & Robotic Contddl,), 5-9 (1999)
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limit theorem,U = ZieRwixi/‘/N — Nyoyu, tend to A = exp(—NyM).

the normal distribution with meahand variance 1 on the

Referring to the proof of Theorem 2 can prove Theorem

condition of N > 1. So, the probability density function 3, Inference 1, and Inference 2 in this paper. Their proofs

of X is
fx(x)
1 ( (Inz)? >
= eXp —_— .
\V 27T(N - Nf)aulIx (N Nf) Owz
(20)
Similarly, the probability density function df is
1 (Iny)? >
S — ) 21
fr(v) %E%wm{Qmﬁx (21)
Since) ;. pwir; and ), pwir; (i = 1,---,N) are
mutually  independent, exp(—} ;. pwir;)  and

exp (— ;e wiz;) are continuous functions, so they are

both Borel measurable function. TherefokeandY are
mutually independent.
The correct output probability of neuron is
P. = P{|AG| < §}

=P{\1ﬁf§;5f§yﬂ<5}

// Ix(z) fy (y)dzdy

/" 1 (hrw[;)2
. — exp — 7
D TY (N Nf) Owz
(Iny)®
Y\ dxd 22
2N;02, | Y (22)

will be omitted here because of the limitation of space.
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9, in which z,y > 0, § > 0 with upper bound, and and reliability.

(©1999 Cyber Scientific

Machine Intelligence & Robotic Contddl,), 5-9 (1999)



